CALIFORNIA IT STRATEGIC PLAN

SUMMARY

Mission: Information technology support for the Executive Branch of California
State Government will operate as a seamless enterprise, delivering consistent,
cost-effective, reliable, accessible and secure services that satisfy the needs of
its diverse public and private customers, including the People of California, its

business communities and its public sector agencies.

OBJECTIVE 1
Develop a Foundation for
Transforming Government

OBJECTIVE 2
Leverage Services Between
State, Federal and Local
Government and
Promote Intergovernmental
Data Sharing

OBJECTIVE 3
Leverage the State
GIS Assets

OBJECTIVE 9
Adopt a Statewide
Enterprise
Architecture

OBJECTIVE 10
Consolidate
Technology
Infrastructure and
Services

OBJECTIVE 11
Pursue enterprise-
wide procurements

OBJECTIVE 4
Continue Efforts to
Implement
Enterprise-Wide
and Interoperable
Applications
Already Started

OBJECTIVE 5

Ensure Executive Sponsorship for

Common Business Management

System Development,

Implementation and Maintenance

GOAL 1
Make
Government
Services More
Accessible to
Citizens and State

GOAL 2
Implement Common
Business Applications
and Systems to
Improve Efficiency
and Cost-
Effectiveness

OBJECTIVE 6
Adopt Statewide
Security and Privacy
Protection Standards

GOAL 3
Ensure State
Technology
Systems are

Secure and

RS

] Privacy is
Clients Protected
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GOAL 4
Lower Costs and
GOAL 6
Improve the Establish a
Security,
Reliability and (T;ﬁ\c,gl::;%‘é
Performance of Structure
the State's IT Strengthen our
Infrastructure Technology Workforce

OBJECTIVE 12
Lead Succession

Planning

OBJECTIVE 13

Modernize the Technology
Classification Structure
and Selection Tools and
Methods

OBJECTIVE 14

Expand Recruiting
Efforts for Technology
Professionals

OBJECTIVE 15

Provide Professional
Development for
Technology Personnel

OBJECTIVE 7
Assess Security
Risks

OBJECTIVE 8
Develop a statewide
security risk
management plan

OBJECTIVE 16
Establish a Layered
Technology
Governance Structure

OBJECTIVE 17
Improve Management
of the State's IT
Portfolio

OBJECTIVE 18

Implement
Performance Measures
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Mission: Information technology support for the Executive Branch of California State Government will
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure
services that satisfy the needs of its diverse public and private customers, including the People of
California, its business communities and its public sector agencies.

1.1.2 Identify at
least five projects
that will serve as
models or case
studies for e-
Services
investment.

1.1.1 Appoint a Director of e-Services with
the responsibility for providing strong
statewide leadership for the review of
business processes that lend themselves to
e-government applications and for the
exploration and implementation of

technologies to improve service delivery. 1.1.4 Guide development of a new State

Portal including: (a) identification and
design of shared services; (b) definition of
the technical architecture and governance
process; (c) identification of additional
portal projects to leverage shared
resources; and (d) approval of the first
architecture for the state portal.

1.1.3 Direct the development of
streamlined web application
acquisition and development
process methodologies to increase
development speed and reduce
development costs and risks.

OBJECTIVE 1
Develop a
Foundation for
Transforming

Government

1.2.2

Coordinate the .
1.2.1 Identify sponsorship of L.3-1 Appoint a 1.3.2
gg%%?:isegct?ss one ortmfore In%g?r?ﬁaatlﬁon Convene a

) projects for - p GIS Review

develop policy shared services Officer with Board to
andh o that can be lreeasg%%sgbrl]léty for provide
methodologies implemented in g < guide and
E:%Fi cEihe?'\ . I|::)agtne||'shi|:él/with GOAL 1 8%32%%'2392? direct the
exchange of Loce & and/or Make Government Geographic Sg%tsepgtia,
Eei’?vzr::r'gion government Services More Isl’;fsotzn;fstlon planning
between nd agencies. - _ACCGSSIble to CGIS™. processes.
Sovernmental Citizens and State
organizations Cllents
boundaries.

OBJECTIVE 2
Leverage Services
Between State,
Federal and Local
Government and
Promote
Intergovernmental
Data Sharing

1.2.3 Identify data repositories
within Agencies, the clients for
the data, others who may have
need for the data, and limitations
(including confidentiality) to
presently sharing the data.

1.2.4 Submit a report which
prioritizes steps to be taken to
expand interagency data sharing
consistent with privacy interests
and fair information practices.

OBJECTIVE 3

GIS Assets

Leverage the State

1.3.3 Develop a State of
California Geospatial Data

and Web Services Plan that
reflects the needs of state
agencies for geospatial data
and web services.

1.2.5 Assess and document the use
of state employee name and identify
information across state agencies
for the 21st Century Human
Resources and Payroll Project.
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Mission: Information technology support for the Executive Branch of California State Government will
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure
services that satisfy the needs of its diverse public and private customers, including the People of
California, its business communities and its public sector agencies.

GOAL 2
Implement
Common Business
Applications and
Systems to
Improve Efficiency
and Cost-
Effectiveness

A

2.1.2 Begin a two-year
development phase for
the Employment,
Payroll and Employee
Self-Service modules.

2.2.1 Continue to sponsor
the “Executive Council” to
oversee the planning,
acquisition and
implementation of common
Executive Branch business
management applications
and systems.

2.1.1 Designate a
systems integrator for
the State Controller's
215t Century Human
Resources and Payroll
Project.

OBJECTIVE 2
Ensure Executive
Sponsorship for Common
Business Management
System Development,
Implementation and
Maintenance

OBJECTIVE 1
Continue Efforts to
Implement Enterprise-
Wide and Interoperable
Applications Already
Started

2.2.2 Sponsor 2.2.3 Identify

2.1.3 Continue to coordinate

business systems upgrade

project with the State
Controller's Office, the

Department of Finance and
other control agencies, as
well as with the Executive
Council, to maximize the
interoperability of business
systems with enterprise-

wide planning.

development of a
“visioning plan” that

forth the strategy for

acquiring common
statewide business

budget development
requirements and
timelines.

management systems to
ensure they meet the
State's business needs,

departments to lead
specific projects
supporting the
development of common
business applications and
systems, and the
Executive Council will
encourage all
departments planning
and implementing
business systems to
coordinate their efforts to
maximize
interoperability.

sets
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Mission: Information technology support for the Executive Branch of California State Government will
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure
services that satisfy the needs of its diverse public and private customers, including the People of
California, its business communities and its public sector agencies.

3.1.2 Identify and publish a Risk
Assessment Checklist to be used
by state agencies to assist in
compliance with State
Administrative Manual Sections

3.1.1 Identify and publish
best practices for

information security and
privacy protection.

4842.1 and 4845.

3.1.3 Lead workgroups to

OBJECTIVE 1
Adopt Statewide
Security and Privacy

assist in Operational Protection
Recovery Planning and IT
Security policy needs and Standards
recommend changes to
improve effectiveness and
clarity.
3.2.1 Publish a
report on the 2005 EQAL 3
California Military
Department Ensure State
Homeland Security
exercises. Technology

Systems are Secure

and Privacy is
Protected

3.3.1 Publish
a process for
Cross-
departmental
Operational
Recovery peer
reviews.

3.3.2 Develop a
process and
timeline for the
adoption of a
comprehensive
range of
information
security service
offerings.

OBJECTIVE 2
Assess Security
Risks

3.2.2 Participate in
California homeland
security exercises
to assess the
adequacy of plans,
procedures, and
resources required
to provide
continuous
technology support
to critical state
business functions.

3.2.3 Develop
guidelines for state
departments to
follow in
developing IT
security programs
that meet
individual
department needs.

Develop a Statewide

Mitigation Plan

OBJECTIVE 3

Security Risk

3.3.3 Review and
analyze the results of
the homeland security
exercises to identify
the most serious and
common IT security
threats.

3.3.5 Lead the development
and provisioning of security
and privacy protection
awareness for state
management and staff.

3.3.4 Complete
development of
a Statewide
Information
Technology Risk
Mitigation Plan.
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Mission: Information technology support for the Executive Branch of California State Government will
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure
services that satisfy the needs of its diverse public and private customers, including the People of
California, its business communities and its public sector agencies.

4.1.1 Appoint a Chief Enterprise
Architect with responsibility for
developing, maintaining,
marketing, and publishing the
State of California Enterprise
Architecture.

4.1.3 Develop a plan for the strategic
development and ongoing
maintenance of the following
Enterprise Architecture domain
deliverables:
+ Business - Business
Reference Model
+ Data - Data Reference Model
+  Application - Service
Component Reference Model
+ Technology - Technology
Reference Model.

4.2.1 Submit plans for
the Security consolidation
including a variety of
security services provided
by the Department of
Technology Services and
other providers that will
address patch
management, password
protection, and other
security measures.

4.1.2 Develop the following Enterprise
Architecture deliverables using the
segment and domain approach:

+  California State Portal (Goal 1)

OBJECTIVE 1
Adopt a Statewide

Enterprise Architecture

+ Business Management Systems
(Goal 2)

+ Identity Authentication and
Privacy (Goal 3 and 4)

+ GIS (Goal 1)

4.1.4 Develop the
California Technology
Standards Process and
begin to document and
publish the standards for
the State of California
Enterprise Architecture.

GOAL 4

Reliability and

State's IT
Infrastructure

Lower Costs and
Improve the Security,

Performance of the

OBJECTIVE 2

Infrastructure and
Services

Consolidate Technology

4.2.2 Submit plans for
the Email consolidation

including multiple
service offerings.

4.2.3 Designate one or
more demonstration

4.2.6 Establish a
statewide
telecommunications
strategy that will be
business-focused and
provides a new platform
for video conferencing,
telecommuting, long-
distance learning, Voice
over IP (VoIP)
capabilities and
encompasses policies to
expand wireless and
statewide broadband
access to the Internet.

projects for the cost-
effective, efficient use and
modernization of legacy
applications and systems.

4.2.4 Submit plans for the
Network consolidation
including the DGS/Calnet,
Department of
Transportation, and
Department of Technology
Services networks.

4.2.5 Submit plans for the
Server consolidation

beginning at the department
level and developing into
consolidation at the
Department of Technology
Services where appropriate.

OBJECTIVE 3
Pursue Enterprise-wide
Procurements

4.3.1 Collaborate with
the Department of
General Services and
the Department of
Finance to establish an
enterprise procurement
policy and framework
for the development,
funding and
implementation of
enterprise contractual
agreements.

4.3.2 Negotiate
on all
departments'
behalf statewide
software license
agreements with
the appropriate
volume discounts
to save the state
both one-time and
ongoing costs.
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Mission: Information technology support for the Executive Branch of California State Government will
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure
services that satisfy the needs of its diverse public and private customers, including the People of
California, its business communities and its public sector agencies.

5.1.2 Publish the Succession Plan

5.1.1 Convene a workgroup
representing a broad cross-
section of the State IT and
HR community and business
stakeholders to develop a
Succession Plan for the IT
workforce.

utilized b

for the IT workforce that can be
individual departments to
develop their own succession plans.

5.1.3 Develop a
'workforce
succession' plan for
the IT workforce.

OBJECTIVE 1
Lead Succession
Planning

5.2.1 Develop a concept
paper, or “roadmap”, to
modernize the
classification structure
and selection tools for
the IT workforce.

OBJECTIVE 2
Modernize the
Technology

5.3.1 Develop a new
recruitment strategy
using the November
2005 Associate
Programmer Analyst
open exam as a model.

> Classification Structure
and Selection Tools and
Methods

GOAL 5
Strengthen our
Technology
Workforce

OBJECTIVE 3
Expand Recruiting
Efforts for Technology
Professionals

OBJECTIVE 4
Provide Professional

5.3.2 Convene the IT HR
Committee’s Recruitment
workgroup to assist the
SPB in the development of
a statewide ongoing
recruitment strategy for IT
classifications for open IT
examinations being given.

> Development for
Technology Personnel

5.4.1 Establish a process to

update and maintain the ITMA XII
"IT Professional Development
Curriculum & Catalog".

5.4.4 Draft a list of
common competencies
and a staff development
strategy for the State's
human resources
practitioners so that they
may be better equipped
to help improve the IT
workforce.

5.4.2 Identify and publish
centers of excellence for each
IT specialty area, such as
security, GIS, project
management, web
development, Database
administration, and quality
assurance, to assist state
agencies in addressing
technical and capacity issues.

5.4.3 Draft a proposed
leadership training
program for CIOs and
IT managers and
supervisors.
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Mission: Information technology support for the Executive Branch of California State Government will
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure
services that satisfy the needs of its diverse public and private customers, including the People of
California, its business communities and its public sector agencies.

6.1.2 Work with the Little Hoover
Commission, the Legislative Analyst's
Office, other stakeholders and the
Legislature to secure the passage of a
stable IT governance that ensures
business and program responsiveness
with visible and open coordination,
oversight and accountability.

6.1.1 Complete the drafting of a
comprehensive legislative and
administrative proposal to implement
the technology governance structure.

OBJECTIVE 1
Establish a Layered

Technology
Governance
Structure
6.2.1 Evaluate
the need for an
entefrplrise
ortfolio
ﬁw?tnagemenff QQAL 5
software tool for 0
use téy Agency Establish a
and department
CIO's srt)atewide. Technology
Governance
Structure

OBJECTIVE 2 OBJECTIVE 3

6.3.1 Establish a high-level cross-
departmental Performance

6.2.2 Compile Measurement Advisory Committee
basic information to adopt standard methodologies
about e,ach for service delivery (such as
Agency’s IT Information Technology Service

activities and Management - ITSM) and project
assume management (such as PMI).
responsibility for

oversight of the

Improve Implement
Management of the Performance
State's IT Portfolio Measures

6.3.2 Implement a
pilot project to
measure key
metrics for
managing day-to-
day IT operations,
and measure
service level
metrics, for the
specific business

Agency’s needs of selected
technology 6.3.3 Adopt and promote clients.
portfolio. standard models for defining

and measuring performance,
such as the Balanced
Scorecard, Economic Value
Added, Service Level
Agreements, or Benchmarking,
and provide support to state
Agencies and departments in
developing baselines and
ongoing plans for reporting
performance to their
management.



