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Keylogging – What is it?

Keystroke logging or keylogging records 
the real time activity of a computer user, 
including the keys they press.  
Software is readily available on the Internet 
and free
It can be used by malicious individuals to 
obtain passwords, encryption keys, and other 
personally identifiable information. 
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How does a user get this software 
on his PC?

Keylogging software can be distributed via a 
trojan horse or a virus.   
It can be either hardware or software. Most 
common is software.
Typically, a vulnerable user’s PC is not kept 
up-to-date with fixes, patches, and anti-
spyware/anti-virus signatures.



4

How do users avoid getting it on 
their PCs?

Monitor the programs running on PCs.
Use anti-spyware/anti-virus programs and 
keep the signatures updated.
Use a firewall to help prevent transmission of 
logged material over the Internet.
Use network monitors to alert them 
whenever an application attempts to make a 
network connection.
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What’s the issue for State 
government?

Users, who unknowingly have keylogging software 
installed on their PCs, access State online 
applications.
They enter their PII, such as name, SSN, DL#, home 
address, passoword, on the entry screen.
All keystrokes are captured by keylogging software 
and obtained by hacker.
The hacker can now use this PII for identity theft, 
fraud, and other criminal activities.
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How did the SISO determine this 
was occurring?

SISO was notified by US-CERT in September 06
– SISO has continued to receive numerous logs from them.
– Logs are difficult to decipher, info is layered in a deep multi-

folder structure.
– Spreadsheets were created to capture the information.

CHP investigated it 
– Determined it to be keylogging events on user PCs (several 

hundred events).
– Some anomalies, but majority involved consumers.
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Why can’t law enforcement 
capture the bad guys?

It is almost impossible to capture pertinent 
evidence, since we do not have access to the 
consumer’s PC.
Limited investigative information is provided 
in the logs given by US-CERT.
Some indication that the hackers are out of 
the country.
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Should we notify affected 
individuals?

The State has done nothing to cause the 
problem.
Hard to identify individuals found in the logs 
(very labor intensive).
It would be an ongoing, never-ending effort.

Therefore, we will not attempt to contact 
individuals.
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What can State government 
do to protect consumers?

Establish a “computer security center” Web page for 
consumers that will provide them important guidance 
on protecting their home computers.
Require all State Web-based applications to place a 
link to the “computer security center” on every initial 
entry Web page where consumer PII is collected.
May want to consider requiring it for systems that 
employees access remotely, too.
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Next Steps

Inform ISOs, Webmasters, & IT Council of computer 
security center.

– www.privacy.ca.gov/state_gov/secure_computing.html
– Graphic link button available on State Government page of 

www.privacy.ca.gov

Require State agencies to place a link to the 
computer security center on any Web page 
collecting PII.

– Consider also requiring link on any employee online system 
that is accessed remotely.

http://www.privacy.ca.gov/state_gov/secure_computing.html
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Resources

http://en.wikipedia.org/wiki/Keylogging
http://compnetworking.about.com/od/network
securityprivacy/g/keylogger.htm
www.chp.ca.gov
http://www.privacy.ca.gov/state_gov/
www.infosecurity.ca.gov
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