
Mission: Information technology support for the Executive Branch of California State Government will 
operate as a seamless enterprise, delivering consistent, cost-effective, reliable, accessible and secure 
services that satisfy the needs of its diverse public and private customers, including the People of 
California, its business communities and its public sector agencies.

OBJECTIVE 3
Develop a Governance 

Structure for IT 
Security

OBJECTIVE 2
Assess and Mitigate 

Security Risks

OBJECTIVE 1
Adopt Statewide 

Security and Privacy 
Protection Standards

3.1.3 Develop a general 
Internet acceptable usage policy 
and a related best practice 
guideline for agencies.

3.1.1 Update the IT Security 
Program Guidelines.

3.1.2 Develop general standards or 
guidelines for remote access 
authentication implementation.

3.2.1 Survey 
departments on 
existing and planned 
efforts in 
implementing data 
encryption.

3.2.2 Implement a 
refined Information 
Security Incident 
Reporting and 
Notification Process 
and ensure adequate 
training is provided 
to state employees.

3.3.1 Identify all existing 
IT security groups and 
committees, 
documenting the charter 
and stakeholders of each 
group.

3.3.2 Develop and 
publish a document 
outlining the general 
roles and responsibilities 
assigned to an agency’s 
ISO.

3.1.4 Provide continuing education and 
training for security and privacy protection 
awareness for state management and 
staff.

3.2.3 Develop a 
methodology and a 
set of tools that 
departments can use 
to self-assess their 
IT security 
vulnerabilities.

GOAL 3
Ensure Information 
Assets are Secured 

and Privacy 
Protected

3.3.3 Develop a 
recommended approach 
to statewide IT security 
governance.
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